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Best practices for using Copilot for the web securely [1]

August 19, 2024 by ES and UIS Communications [2]

Copilot for the web (previously known as Bing Chat and now referred to as the free version 
of Copilot) [3] is an AI-powered web chat that can generate content, images, answers to 
questions and potentially improve productivity. It is only approved for use through a university 
Microsoft account, and users should use discretion when sharing personal or organizational 
data. Refer to the CU Data Classification webpage [4] for clarification.

Note: Copilot for Microsoft 365 is different from Copilot for the web and currently under review 
for CU System usage.

Accessing Copilot web

The Service Desk highly recommends using Copilot web on Microsoft Edge rather than a 
different browser, as it is critical to be logged into your university (@cu.edu) account to stay 
secure and to safeguard sensitive university information.

1. Launch Microsoft Edge.

2. Click the Copilot web app icon in the upper right corner.

3. Use the chatbot in line with CU’s AI guidance and information security policies [5].

Guidelines for using Copilot web

Highly confidential data should NOT be entered into Copilot Chat.

Before you type anything into Copilot Chat, make sure that you see the green 
shield with the word “Protected” in the top left corner. Having that status enabled 
ensures that any information inserted into the application during use will be 
protected and then purged when your session ends.
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Click “new chat” once Copilot Chat has answered your question to purge the 
conversation.

Close the browser after you are done using Copilot Chat.

As always, take care with personal and sensitive information when using AI tools.

AI [6], cybersecurity [7]
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